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FBI RELEASE INFOGRAPHIC ON DEEPFAKE SCAMS

DEEPFAKE
MEDIA SCAMS

Scams targeting Americans are surging.

Since 2020, the FBI has received
®) 4.2 million+ reports of fraud.

That's $50.5 billion in losses.

Imposter scams in particular are on the rise in the age of artificial intelligence
(AlD. Criminals are using deepfakes, or media that is generated or manipulated
by Al, to gain your trust and scam you cut of your hard-earned money.

Deepfakes can be altered images, videos or audio. They may depict people
you know — including friends and family — or public figures including
celebrities, government officials and law enforcement.



FBI RELEASE INFOGRAPHIC ON DEEPFAKE SCAMS

HOW TO DETECT A DEEPFAKE

LOOK FOR INCONSISTENCIES:

Are any of the facial features blurry or distorted?
Does the person blink too much or too little?

Do the hair and teeth look real?

Are the audio and video out of sync?

Is the voice tone flat or unnatural?

Does the visual show odd or unnatural shadows
or lighting?




RED FLAGS OF A DEEPFAKE SCAM

e [ Hi! |
HELP! '

Uncharacteristic
communication from someone

Unexpected requests Emotional manipulation

for money, passwords, involving fear or urgency.
personal information you know, especially over text,

or secrecy. phone or video,

REPORT SCAMS

To your To the FBI at m To your bank if
local police IC3.Gov you sent money




FBI ALERT: SCAMMERS IMPERSONATING AGENCY'S
CYBER-CRIMES WEBSITE
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e Scammers are spoofing the welbsite of the
agency’s Internet Crime Complaint Center,
or IC3, to trick consumers into turning over
financial information.

e A spoofed website is designed to
impersonate a legitimate welbsite and
may be used for personal information
theft and facilitating monetary scams.




TIPS TO AVOID THIS SCAM

0 The FBI recommended that consumers type the IC3’s web
address — www.ic3.gov — directly into their browser address
bar to ensure they are going to the correct address.

0 The agency recommended against clicking on “sponsored”
results in web searches for the IC3 as those may be spoofed
sites, and instead to check that the address ends in “.gov”
and matches the IC3 address.

[0 Potential victims should report any interactions with websites
or individuals impersonating IC3 to their local FBI field office
or the IC3 through its official web address, the agency said.



https://www.ic3.gov/

FEDERAL TRADE COMMISSION (FTC) WARNS CONSUMERS ABOUT
SOCIAL MEDIA CHECK FRAUD SCAM

Social media posts sharing an alleged checking account
“hack” is actually a scam that could lead to financial and
legal trouble.

How it works:

1 The supposed hack involves writing a check for more
money than you have, depositing it into a different
account of yours, and then withdrawing the money
before the (bad) check is fully processed.

1 What the video or post might not tell you is that could
leave you on the hook for paying back all the money,
kicked out of your bank, and in serious legal trouble for
bank fraud.




TIPS TO AVOID THIS SCAM:

Before you jump onboard a viral trend:

0 Do some research. Search the trend along with terms like “scam” or “fraud” to

see what others are saying about it. Talk to friends and family to see what they
think.

0 Think about the source. What do you know about the person or account that
makes them trustworthy?

0 Compare advice from a variety of well-known sources. Don't just trust what
one person or account says.



What is Cybersecurity?

Cybersecurity is the
practice of protecting
Internet-connected
systems, including
hardware, software,
and data, from digital
attacks and
unauthorized access.

Please note: The cybersecurity tips provided in this presentation is intended to be informative and helpful, but it is not a substitute for
professional advice or guidance.



Question: How many of you here
have received a suspicious phone
call, email or text?

From: GlobalPay <VT@globalpay.com> & Hide M Vetzon N AL i
Subject: Restore your account {® UNKNOWN NUMBER
Date: February 7, 2014 3:47:02 AM MST
To: David

1 Attachment, 7 KB Save v Quick Look SR
Follow this link to

claim your FREE
PRIZE:

Dear customer, i
AR We regret to inform you that your account has been restricted. B e
To continue using our services plese download the file attached to this e-mail and update your login information.
© GlobalPaymentsinc
« © ® @ ' ©

28T 758 OO 20O

qgwertyuiop




Why Are Elders Targeted?

More likely to have more
money.

May hesitate to report scams for
fear of losing their independence.

Often perceived as not tech-savvy,
making them easy targets for
phone and social media scams.

May have cognitive or physical
impairments that hinder their
judgment.



IC3 Over 60 Complaints by the Numbers

2023

Complainants
Over 60

101,068

Total Losses
S$3,427,717,654

Increase from 2022 Avg Dollar Loss
11% $33,915

Losses to Seniors
from Cyber ot mors than

$100K

Crimesin 2023 —




Which State do you think
has the highest number of
complaints/loss reported
by individuals over 60?




Top Complaints by
State:

Tops Losses by
State:

2023 OVERALL STATE STATISTICS, con

COMPLAINTS FILED BY INDIVIDUALS OVER ¢
Rank State

2023 OVERALL STATE STATISTICS
COMPLAINTS FILED BY INDIVIDUALS OVER 60

Rank State Count

‘. California__J  $643,230,534

1 California 11,622
2 Florida $293,817,911 ) Floridz 8,138
3  Texas $278,320,107 3 Texas 7,035
4 New York $203,437,635 4 Arizona 5,003
5  Mlinois $137,940,620 5  New York 4,328
6  Arizona $127,977,700 6  Ohio 3,299
7  Pennsylvania $117,427,238 7 Pennsylvania 3,020
8  New Jersey $104,087,085 g  Colorado 2,905
9  Virginia $94,037,054 9 lllinois 2,887
10  Georgia $92,422,609 10 Washington 2,873




What are some
of the most
prevalent fraud
scams
affecting the
elderly?




Let’s watch this short video
from Federal Trade
Commission:

IRS Imposter Scams | Federal
Trade Commission


https://www.ftc.gov/media/video-0118-irs-imposter-scams
https://www.ftc.gov/media/video-0118-irs-imposter-scams

Common Government Impersonation
Scams

1. IRS imposter Scams

2. Medicare Imposter
Scams

3. Social Security
Administration
Imposter Scams




IRS IMPOSTER
SCAM:

You receive a call or voicemail warning
that authorities will arrest you if you don't
pay money owed to the IRS.

The caller claims you have unpaid taxes
and threatens jail time or other
penalties.

They may demand immediate payment
to avoid arrest or legal action.

Scammers often use caller ID spoofing to
appear legitimate.

The IRS will never contact you by phone
forimmediate payment; they always
send written notifications first.



MEDICARE IMPOSTER SCAM

Scammers call, email, text, or send
social media messages claiming to:

1 “dlert” you that your
new Medicare benefits card is ready.

| offering to help you sign up for or
change your plan.

| that you're eligible for a medical
device you didn't realize you needed.



SOCIAL SECURITY ADMINISTRATION
IMPOSTER SCAMS

You get a call, email, text, or social
media message warning that:

] your Social Security benefits are
about to expire.

OR

1 that they will be suspended
because you owe money for a

reason you previously weren't aware
of.



Please
Remember:

“If someone you don’t know
Immediately starts pressuring
you—on the phone, in a text, or
another way—that's a “HUGE RED
FLAG”



Common Tactics that Indicate a
Scam:

Establishing
Credibility

Building Rapport Threatening You

Never trust the
number on your
caller ID, or the
email address in
your inbox

Demanding
Payment




How do | Avoid Government Imposter

Scams?
Whether you Even if the sender’s If you receive a text or
recognize the number address appears to be direct message on
on the caller ID or not, from a government social media frqm the
immediately end any agency, don’t open it. IRS, SSA, Medicare,
call from someone you Instead, send it FTC, or other
don’t know. directly to your Trash government account,

folder. don’t reply.



If you're Look up the ,

concerned that a agency’s contact Don't rely on your
government information caller ID or an
agency is yourself (go to email you
legitimately trying their official received) and get

to reach you, be website) in touch that way.

proactive.



What Should I Do if I've Been
Scammed by a Government
Imposter?

[ Report what happened. You may call
the National Elder Fraud Hotline at
833-FRAUD-11 (833-372-831)

0 Alert the Federal Trade Commission
(FTC) online or by phone at
877-FTC-HELP (877-382-4357).

0 Finally, if criminals got their hands on :
your personal information, your s
money, or both, the FTC offers il
step-by-step advice on what to do. |



https://ovc.ojp.gov/program/stop-elder-fraud/providing-help-restoring-hope#833-fraud-11-or-833-372-8311
https://reportfraud.ftc.gov/#/?orgcode=NCOA
https://consumer.ftc.gov/articles/what-do-if-you-were-scammed
https://consumer.ftc.gov/articles/what-do-if-you-were-scammed

Please note:

If the IRS, Social Security
Administration, Medicare, or other

government agency needs you,

they’ll send a letter.



Sweepstake/Lottery Scams

You must pay to claim your prize.

Scammers claim - paying will increase
odds of winning.

Asking for financial information.

Scammers will send a fake check and ask
you to send some of the money back.

Scammers pressurize you to “act now” to
claim the prize.



Approach unexpected prize
claims with skepticism.

Consult the organization's website
Consult | or published information, not the
message from the sender.

Dot Don’t share Personal/Financial
crare | Information with unsolicited
contacts.

Do not
send

Prevention Tips

Approach




Tech-Support Scam

Tech support scammers use many
different scare tactics to trick you into
unnecessary technical support T —
services to supposedly fix device or €D X | o sconoor<omeror730ase-0553 :
software problems that doesn't exist \ction Required
as follows:

° P h one Ca | | S *** COMPUTER SCAN - ALERT ***

Suspicious activity detected on your computer. Contact a live technician now.
1-888-709-5348 (Toll Free)

* Pop-up warnings on the computer

* Online ads and listings in search
results pages



How to recognize a Tech- Support Scam

systemversion.com,

A WARNING!

YOUR COMPUTER MAY BE INFECTED:

Fake security pop up messages asking to call a number

Unsolicited phone calls

Suspicious emails/text messages with malicious links

Requesting remote access

Creating a sense of urgency

Ss:omDe(ectedZPeah g Vuses
Your Pe sona&

Rootk Sirefef.Spy and Trojan FakeAV-
o MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(866) 627-4049

Windows-Defender - Security Warning

** ACCESS TO THIS PC HAS BEEN BLOCKED FOR SECURITY REASONS **

B¥ Micros Activate license
] Your computer has akerted us thet it has been infected with & DOSAttack
Spyware The following data has been compromened

» Email Credentialy

" Windows Defender Security Center

ack(?).d
Theeat Detected: DOSAttack Spyware

Access to this PC has been blocked for security reasons.

Requesting immediate payments

Note: M you think this Notification i by error, report immedistaly 1o Windows Support te halt
the mdmﬂd -ﬂ-w acations from tha compute: A:mu(mn:.nﬂwd
and & connected over the internet Servers. files and apps deletion may start amy moment

T




Prevention Tips

Don’t believe

» Do not click any links or call a number that
poOpPS up on your screen warning of a
computer problem.

* Hang up on unexpected calls from
anyone who claims to be tech support.

* Don'’t believe your caller ID — it can be
easily spoofed.

* Never give control of your computer or share
passwords/ financial information with anyone
who contacts you.

» Keep your security software up to date.

* If you need help, contact a computer
technician that you trust. Don’t just rely on
an online search.

N'T » A
b""vzctzm’*



Romance/Sweetheart Scam

[0 Criminals pose as interested
romantic partners on social media or
dating websites.

T ROMANCE SCAMMER
{ CONS OVER $700,00f

..’-—

[l Establish a romantic relationship,
eventually asking for money.

1 This could also be confidence scams
luring a victim to be a good friend.


http://www.youtube.com/watch?v=lxReHY2SBrw

How to Recognize a
Romance/
Sweetheart Scam

Establishing a
close connection

Hesitant to meet
in person.

very quickly
(texts, emails and
A stranger phone calls).
approaching you
online
Requesting

money through
untraceable and
unregulated
money transfers
(gift cards,
money orders,
Cryptocurrency,
cash transfer
apps like Zelle,
Venmo and
CashApp)

Asking for money
in small amounts
at first, and for
seemingly honest
reasons.

Odd/poor use of
grammar and
slang that native
English speakers
will not use.

.




NEW: Al PHANTOM
HACKER SCAM



Al PHANTOM HACKER SCAM

Scam happens in the following three
ways:

1. Using Al-powered social eng.

2. Caller ID spoofing

3. Deepfake voices for impersonation

How Al is Involved: Deepfake voices
are recreated from brief audio
samples to impersonate real officials,
and there are also Al-generated
scripts to craft realistic emails,
messages, etc.




Prevention Tips

Ask *Ask questions, spot inconsistencies that might reveal an
imposter.

*Discuss your new love interest with family and friends; heed

Discuss )
their concerns.

Be wary *Be wary of flirtatious and overly complimentary emails.
ol a0fe g[8 *If suspecting a swindler, cut contact immediately.

Report *Report the scammer to the dating platform.

*Stay cautious even if you initiate contact; scammers lurk

Sy everywhere.

*Share minimal personal info in your dating profile or online

Share chats.

NEYETESTSHo M *Never send money or gift cards to online-only contacts.




Question: If you think you are a victim of an online
scam or cyberattack, what do you need to do?

7 Be vocal.

1 Don’'t feel embarrassed about what happened.

1 Report the incident to Internet Crime Center (IC3) at the “Internet
Crime Complaint (IC3)” Home Page, the Federal Bureau of
Investigation (FBI) nearest field office using the Electronic Tip Form, and
Federal Trade Commission (FTC).

1 Contact your local law enforcement agency to file a report and notify
your financial institutions.

7 Install a trusted antivirus software on your computer and update it on a
regular basis.


https://www.ic3.gov/
https://www.ic3.gov/
https://tips.fbi.gov/home
https://reportfraud.ftc.gov/#/

Thank You!



